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	Reason for change:
	Annex L of TS 33.401 has the following recommendation for DNS and ICMP security when using 3GPP access to EPC: "The security measures specified in Annex P of TS 33.501 can be used to protect the DNS and ICMP messages that are carried over the user plane."

Annex P of TS 33.501 applies to both 3GPP and non-3GPP access to 5GCN. 

However, for EPC, the statement in TS 33.401 only applies to 3GPP access, since the scope of TS 33.401 is 3GPP access. UEs move between 3GPP access and non-3GPP access, and between EPS and 5GS. It does not seem reasonable that DNS and ICMP traffic that is protected over 3GPP access to EPC and 5GCN, and over non-3GPP access to 5GCN, should be left unprotected when the UE moves to non-3GPP access to EPC.

	
	

	Summary of change:
	Addition of the statement that security measures in Annex P of TS 33.501 can be used to protect the DNS and ICMP messages that are carried over the user plane, in a new informative annex.

	
	

	Consequences if not approved:
	DNS and ICMP traffic that is protected over 3GPP access to EPC and 5GCN, and over non-3GPP access to 5GCN, could be left unprotected when the UE moves to non-3GPP access to EPC. It could also lead to complications for network and UE configurations if non-3GPP access to EPS needs to be handled differently than 3GPP access to EPS and 5GS, and non-3GPP access to 5GS, as e.g.:
- when a UE transfers a PDN connection from non-3GPP access to EPC to 3GPP access to EPC (or interworks a PDN connection in non-3GPP access to EPC to a PDU session in 5GS), the UE needs to start using (D)TLS for protecting DNS communication; and
- when a UE transfers a PDN connection from 3GPP access to EPC to non-3GPP access to EPC (or interworks a PDU session in 5GS to a PDN connection in non-3GPP access to EPC), the UE needs to stop using (D)TLS for protecting DNS communication.
Given that the same DNS servers in the same packet data network are reached via non-3GPP access to EPC, 3GPP access to EPC and 5GS, such activation and de-activaction of (D)TLS is an unnecessary complexity.
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Annex X (informative):
Security Aspects of DNS and ICMP
[bookmark: _Toc106360925]X.1	General
The security measures specified in Annex P of TS 33.501 [xx] can be used to protect the DNS and ICMP messages that are carried over the user plane.
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